CISA | CYBERSECURITY AND INFRASTRUCTURE SECURITY AGENCY

LEVERAGING ZEEK LOGS IN MOLOCH
WITH FILEBEAT AND LOGSTASH




What is Zeek?

Extensible, open-source passive network analysis framework
More than just an Intrusion Detection System

- Live and post-capture traffic capture and inspection

— Intrusion and anomaly detection
— Flow tracking

— Scripting framework

See zeek.org
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https://www.zeek.org/

What is Zeek?

Q: Doesn’t Moloch already do a bunch of that stuff?

A: Moloch is a great Full Packet Capture (FPC) system, but there are instances
where FPC may not be possible or advisable

- Storage or bandwidth limitations

— Sensitive data (security/compliance limitations)
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https://molo.ch/

What is Zeek?

Zeek has analyzers for some protocols Moloch doesn’t (yet)

Community for additional protocol parsers and plugins

Write your own custom protocol parsers with BinPAC
— High-level language for describing protocol parsers

— (Generates C++ code for Zeek
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Use moloch-capture for FPC and to provide
integration with Moloch viewer’s excellent payload
analysis tools
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{Why don’t we have both?
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Use Zeek in instances where FPC is not an option, or to
leverage parsers or plugins unavailable in Moloch

Will it blend?

— Ingest Zeek logs into Elasticsearch with Filebeat

— Enrich the logs and map them to Moloch’s schema with Logstash
- Use WISE to define a data source to make browsing Zeek data in Moloch seamless
— Use common fields to correlate Moloch sessions and Zeek logs during analysis
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Malc@Im

Docker-based framework of open-source network traffic analysis tools

— Elastic (Filebeat, Logstash, Elasticsearch, Kibana, Curator), Moloch, Zeek,
nginx, ElastAlert, ClamAY, ...

Easy to deploy (docker-compose)
Suitable for IT and OT networks
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creating new Zeek analyzers for
industrial control systems (ICS) protocols

Switch SPAN Port ~ 29MS9r

or Network TAP

& OB

Local Zeek Logs
Local PCAP
Offine PCAP

See github.com/idaholab/Malcolm

Security Operations
Center (§OC)
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https://github.com/idaholab/Malcolm

Zeek configuration

Tweak Zeek’s local site policy local.bro
Enable fields not captured by default (VLANs, MACs)
Make use of community plugins (CommunityID, JA3, HASSH)

See Malcolm/moloch/zeek/local.bro
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https://github.com/corelight/bro-community-id
https://github.com/salesforce/ja3
https://github.com/salesforce/hassh
https://github.com/idaholab/Malcolm/blob/master/moloch/zeek/local.bro

Zeek log forwarding

Filebeat is a lightweight log shipper
Monitor Zeek log directories and forward to Logstash over SSL

See Malcolm/filebeat/filebeat.yml

POOOOO G

Seth Grover
10/1/2019

8


https://www.elastic.co/products/beats/filebeat
https://www.elastic.co/products/logstash
https://github.com/idaholab/Malcolm/blob/master/filebeat/filebeat.yml

Logstash: parsing

Default (tab-delimited) Zeek logs

- dissect Logstash filter outperforms grok and
csv filters

F2BFQPtD7DAUL 172.16.16.189
' 9cG! 16.10. 189

— Watch out for log variations due to config or Zeek updates

tcp
FERE

- See Malcolm/logstash/pipeline-main/11_zeek logs.conf o S s T s s

SFm4Di05VNYdVle 172.! 1 5353 224.0.0.251 5353 udp
302Aw]67GZz2je  172.16.10.163 5353 .0.251 5353 udp

tU511VsaMgmIllg 56 ff@2::fb
A1 Do ad7l 0 1 L 274

JSON Zeek logs

@load policy/tuning/json-logs.broin local.bro
— Jjson Logstash filter

— See Security Onion’s approach
securityonion-elastic/configfiles/1100_preprocess bro conn.conf
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https://www.elastic.co/guide/en/logstash/current/plugins-filters-dissect.html
https://www.elastic.co/guide/en/logstash/current/plugins-filters-grok.html
https://www.elastic.co/guide/en/logstash/current/plugins-filters-csv.html
https://github.com/idaholab/Malcolm/blob/master/logstash/pipeline-main/11_zeek_logs.conf
https://www.elastic.co/guide/en/logstash/current/plugins-filters-json.html
https://github.com/Security-Onion-Solutions/securityonion-elastic/blob/master/configfiles/1100_preprocess_bro_conn.conf

Logstash: field mapping

Get Moloch field definitions

$ curl -XGET "http://localhost:9200/fields/ search?pretty&size=1000"

{

" index" : "fields v3",

" type" : "field",

" 1id" : "mac.src",

" score" : 1.0,

" source" : {
"friendlyName" : "Src MAC",
"group" : "general",
"help" : "Source ethernet mac addresses set for session",
"dbField2" : "srcMac",
"type" : "lotermfield",
"transform" : "dash2Colon"
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Logstash: field mapping

Where possible, map Zeek fields to Moloch fields

mutate

{ add field => { "[srcIp]" => "%{[zeek] [orig h]}" } }
mutate { add field => { "[srcPort]" => "%{[zeek] [orig p]}" } }
mutate { add field => { "[dstIp]" => "%{[zeek] [resp h]}" } }
mutate { add field => { "[dstPort]" => "%{[zeek] [resp p]}" } }
mutate { add field => { "[communityId]" => "%{[zeek] [community 1d]}" } }
mutate { merge => { "[srcMac]" => "[zeek] [orig 12 addr]" } }

Map zeek.uid to Moloch’s rootId to tie Zeek sessions together across logs

See Malcolm/logstash/pipeline-main/11_zeek logs.conf
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https://www.elastic.co/guide/en/logstash/current/plugins-filters-mutate.html
https://www.elastic.co/guide/en/logstash/current/plugins-filters-mutate.html#plugins-filters-mutate-add_field
https://www.elastic.co/guide/en/logstash/current/plugins-filters-mutate.html
https://www.elastic.co/guide/en/logstash/current/plugins-filters-mutate.html#plugins-filters-mutate-add_field
https://www.elastic.co/guide/en/logstash/current/plugins-filters-mutate.html
https://www.elastic.co/guide/en/logstash/current/plugins-filters-mutate.html#plugins-filters-mutate-add_field
https://www.elastic.co/guide/en/logstash/current/plugins-filters-mutate.html
https://www.elastic.co/guide/en/logstash/current/plugins-filters-mutate.html#plugins-filters-mutate-add_field
https://www.elastic.co/guide/en/logstash/current/plugins-filters-mutate.html
https://www.elastic.co/guide/en/logstash/current/plugins-filters-mutate.html#plugins-filters-mutate-add_field
https://www.elastic.co/guide/en/logstash/current/plugins-filters-mutate.html
https://www.elastic.co/guide/en/logstash/current/plugins-filters-mutate.html#plugins-filters-mutate-merge
https://docs.zeek.org/en/stable/examples/logs/#using-uids
https://github.com/idaholab/Malcolm/blob/master/logstash/pipeline-main/11_zeek_logs.conf

Logstash: enrichment

Logstash filters to enrich your data (similar to WISE)
- geoip for GeolP and ASN lookups
- ieee oui for MAC address OUI lookups
— translate for custom mappings
- add_tag for custom tagging

— ruby to roll your own
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https://www.elastic.co/guide/en/logstash/current/plugins-filters-geoip.html
https://github.com/mmguero/logstash-filter-ieee_oui
https://www.elastic.co/guide/en/logstash/current/plugins-filters-translate.html
https://www.elastic.co/guide/en/logstash/current/plugins-filters-mutate.html#plugins-filters-mutate-add_tag
https://www.elastic.co/guide/en/logstash/current/plugins-filters-ruby.html

WISE: Make Zeek logs “native” in Moloch

7]

Sesslons  SPIV SPIGrap

‘ [oW protocols == hitp &8 Ip.src == 172.16.10.189

‘ Last hour Last Packet 01:00:00

Create a Zeek WISE data source

definition for Moloch

— Defines templates for Zeek
fields not mapped to Moloch

- Defines fields’ GUI elements
for Moloch viewer

See Malcolm/moloch/wise/source.zeeklogs.js
and wise.ini
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[zeek Connection D~ |
[zeek Loa Type - |
[zeex Node - |

[originating Network se
[ Responding Host ~ |

[ Responding GeolP Cou
|
[originating Port - |
[ Responding port - |
[ Protocot -]

[service -]

ttp request_bod

[ http response_bod

hitp status
[nitp status.
1 tep hitp n

1ep  top hitp htp

16.10
151.101.52.204 = 80 ( US ) [ AS54113 Fastly |

on interr unattrib | @

unattrib
151.101.52.204
United St:
Seattle

45,740

0100101 Firef

6.10.18¢ 45740 151.101.5: internal_source external_destination unattrib

us

172.16.10.189 45740 151.101 ce external_destination unattrib
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https://molo.ch/wise
https://github.com/idaholab/Malcolm/blob/master/moloch/wise/source.zeeklogs.js
https://github.com/idaholab/Malcolm/blob/master/moloch/etc/wise.ini#L10

Putting it all together

Zeek logs and Moloch sessions coexist in Moloch viewer

— (Though not exactly “apples to apples”)

Views can help differentiate when needed

Yot .
man Sessions SPIView SPIGra Connections t Files Stais siory  Setlings

Settings for seth

& General Views
Saved views provide an easler method to speclfy co
Q Cron Querles Expression

Public IP Addresses (country.dst == EXISTS!) || (country.src == EXISTS!) ||

Moloch Sessions zeek.logType != EXISTS!

Zeek Logs zeek.logType == EXISTS!
< Themes

& Password

Zeek Exclude conn.log

zeek.logType ==

Zeek conn.log l zeek.logType == conn

Entar 2 newr visw nama (90 rhare nr lacel E
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Putting it all together

* Use common fields to correlate Moloch sessions and Zeek logs

- zeek.uid (if mapped to Moloch’s rootId) ties Zeek sessions together across logs

Sessions SPIView SPIGraph Connectic

— Community ID flow s e
hashing (supported by
both Moloch and Zeek
links Moloch sessions U
and the corresponding —— ey ey ;

Zeek logs

Gl Last Packet

Mi

m
tcp tp hitp onn 2019/09/03 14:54:58  2019/09/03 14:55:02  172.16.10.189 bssl 101 CQroro2z6adgtGIkd: L:r7tGGI//TXP1P0+BXH3zXETCtEF]
hitp tcp 9/09/C 458 14:55:02 172.16.10.189 ‘]JE;l.lDl 204 LIMGGHIXP1PO+BXI
tcp hitp 2018/09/03 14:55:02  2019/09/03 14:55:02  172.16.10.189 15110152204 g 2 (URI~] i nzip/unzip_6.0-21+deb9ul_amd64.deb
tp hitp 9/03 14:55:02 145502 172.16.10.189 51.10 0 > k42 -freefu/unrar- unrar_5.3.2-1+deb9ul_aj
hitp 2019/00/03 14:55:02  2019/09/03 14:55:02  172.16.10.189 g udo/sudo_ pl-2.1_amd64.deb
14:55:02  172.16.10.189 51.10 0 C Glks 3| ~ | /debian/poolimain/p/ meld3/python-meld3_1.0.

2019/09/03 14:55:02  2019/09/03 14:55:02 172.16.10.189 CQcoro2z6adgtGlk42 | fdebianipoolimain/sisupervisor/supervisor_3.3.1-1+debSul_all.deb

— Use both to see the
Moloch sessions and
Zeek logs for a particular
network connection

14:55:02 14:55:02  172.16.10.189 0 0 CQcor adgtGlkd2
u:
2019/09/03 14:55:02  2019/09/03 14:55:02  172.16.10.189 151.101.52.204 CQroro2z6adgiGIka2 [URI ~ ] /debian/poolimainiwiwheelpython3-wheel_0.29.0-2_all deb
us S
14:55:01 9 14:55:01 172.16.10.189 ‘]JE;J.ID 204 c Glk: UF7'| Idebian/pool/main/ifizmaszm
2018/09/03 14:55:01  2019/09/03 14:55:01  172.16.10.189 15110152204
19/09/03 14:55:01  2019/09/03 14:55:01  172.16.10.18
2019/09/03 14:55:01  2019/09/03 14:55:01  172.16.10.189 CQcoro2z6adgtGlk42
2019/09/03 14:55:01 14:55:01 172.16.10.189 51.10 CQroro2z6adgtGl
2019/09/03 14:55:01  2019/09/03 14:55:01 172.16.10.189 CQcoro2z6adgiGlk42
18/09/03 14:55:01 314:55:01  172.16.10.18
2019/09/03 14:55:01  2019/09/03 14:55:01  172.16.10.189 151.101.52.204
us
)19/ 14:55:01 9 14:55:01 172.16.10.189 151. 204 c ke UF7'| Idebian/pool/main/libt/libtool/ibtool_2.4

us
2019/09/03 14:55:01  2019/09/03 14:55:01  172.16.10.189 151.101.52.204 Rl ~ | idebian/poclimain/iibp/libpcap/ibpcap0.8_1.8.1-3_amd64.deb
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https://docs.zeek.org/en/stable/examples/logs/#using-uids
https://github.com/corelight/community-id-spec

For more information:
github.com/idaholab/Malcolm
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Questions?

Email: seth.grover@inl.gov
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https://github.com/idaholab/Malcolm
mailto:seth.grover@inl.gov?subject=Malcolm%20at%20MolochON%202019
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