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Timeline

Cont3xt: A Timeline of Development

From a father/child process spawn to a community-maintained project

~ August 2021

Cont3xt begins
William / Toby Salusky

Started by a parent/child process spawn

~ August 2023

New maintainers take over
Andy · Elyse · contributors

Taken over and maintained by Andy, Elyse, and 
other contributors.

Today

The Cont3xt MCP
Presented by fork(Liam), child process of 

ppid(William).

fork() →















The Demo



DEMO · MCP

Triage IPs in one ask

THE PROMPT

/c3-enrich @./netscaler-iocs.txt tag=Triage

Me to Claude:



Triage Two IPs in One Ask
Run: /c3-enrich @netscaler-iocs.txt tag=Triage  ·   2 indicators, 1 command, ~1 minute  

IP-A  143.198.7.94

Suspicious

IP-B  157.254.167.12

Suspicious, leaning malicious

Hosting Major US cloud provider US ASN, Singapore assignment

VirusTotal (bare-IP URL) 8 / 92 4 / 92

IPQS fraud score 75 91

AbuseIPDB 20  (4 reports) 0  (no reports)

Threat-intel pulses (OTX) 2 1

Open ports 22 only, very old OpenSSH 7.2 22 only, current OpenSSH 9.6

Integrations responded 12 11

Signals disagree: IP-B has the top fraud score (91) but zero abuse reports. Both sit in one threat-intel pulse about Citrix NetScaler 0-day 
exploitation. Pulse membership is a lead, not proof: verify against your own logs before blocking.

DEMO · MCP



Triage a Domain (with Pivots) 
DEMO · MCP









DEMO · MCP

Single shot enrichment
THE PROMPT

/c3-enrich tag=CastleStealer """ (11 IPs + 2 domains, defanged) 

""" — defang and enrich, then build a mermaid graph of 

relationships

Claude's summarized response/output

Refanged and de-duplicated 13 indicators, then ran three 

c3-enricher subagents in parallel: 5 IPs, 6 IPs, and 2 domains. 

No project config existed, so all three used the default 

integrations. Raw and summary JSON was written to 

./c3-enrich/{ip,domain}/. Results: 5 malicious, 6 suspicious, 2 

inconclusive. The core cluster is two VDSina (AS216071) IPs 

named in an OTX CASTLESTEALER pulse whose tags reference 

both seed domains, plus a shiabank[.]com random-subdomain 

link to a Hetzner IP. A separate ClickFix/DonutLoader cluster 

sits on AS202412 Omegatech. Wrote a defanged mermaid 

relationship graph to CastleStealer_graph.md. Neither domain 

resolved to any of the 11 listed IPs.



 WHAT'S NEXT COMING TO ARKIME/CONT3XT

c3-enrich: the workflow, packaged
A Claude Code skill paired with a subagent, so the triage steps in this deck become one command.

YOU

Analyst →

c3-enrich SKILL

The entry point you invoke.

/c3-enrich init · set up in a project

/c3-enrich read-conf · read its config

/c3-enrich evildomain.com tag=UNK-3517

→

c3-enricher SUBAGENT

Dispatched by the skill to run the enrichments 
via cont3xt, keeping raw results out of your 
main conversation.

→
VIA MCP

cont3xt

TODAY

Not published

NEXT

Contribute upstream to arkime project, next to 
the existing cont3xt-integration-creator agent. 

TRY IT INTERNALLY

Installation steps to follow





Last bit of fun, a current side project of mine



I am t3h done. Questions? Ask Andy ;)

My name is Inigo Montoya… You killed my 
father. Prepare to die.  –The Princess Bride

I mean Liam Salusky
ls@lusky.dev 
https://blog.liam0nster.com

https://blog.liam0nster.com

