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Timeline

Cont3xt: A Timeline of Development

From a father/child process spawn to a community-maintained project

~ August 2021 ~ August 2023
Cont3xt begins New maintainers take over
William / Toby Salusky Andy - Elyse - contributors
Started by a parent/child process spawn Taken over and maintained by Andy, Elyse, and

other contributors.

Today
The Cont3xt MCP

Presented by fork(Liam), child process of
ppid(William).



CYBER ALL THE THINGS: INTEL OVERLOAD VS. ENLIGHTENMENT

AVERAGE INTEGRATION LOOKUP FAN AVERAGE PLAIN LANGUAGE QUERY ENJOYER
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now repeating for the next indicator... again. a combined answer. Evidence is one click away.

Make your presentation, keep your sanity.







A A —————3

= e W

s

0 cont3xt_searc

S .

The primary tool. One or more
indicators across every enabled
integration, combined.

Options: doIntegrations, + AL

skipChildren, skipCache.
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No network calls.

t_classify cont3xt_integration_search
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What kind of indicator is this?

One indicator against one
named source — re-check a
single result.
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[ VirusTotal (IP, URL, Hash...)
& AbuselPDB (IP)

4 Shodan (IP. Domain)

& HavelBeenPwned (Email)
[ WhoisXML (Domain)
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What you can query, and which
indicator types each source KNov/
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6 cont3xt_views

* SAVED VIEWS
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@ Threat_Actors

@ Malware_Hunters

Saved integration sets, A
like Just_IP_Stuff or 5 T
DNS_Whois. E’

0 cont3xt_link_groups

IP

,;:'_ o ‘;\:'. URL
T EMALL
iR

\ | HASH
/ PHONE
. $¥Tsxr

—

% \ 4 (
| X \ . FIELD OVERVIEWS
\ = - ASN, Org, Geo, ...

DOMAIN = WHOIS, DNS, ...

- Final Host, SSL, ...
- MX, Breach, ...
- AV, Family, ...

-+ Carrier, Geo, ...

= Lang, Entities, ...

Which fields get summarised

for each indicator type.

The pivot links shown for
an indicator.
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RUN OF SHOW: Six Steps, One Indicator

(A technical guide for the cat-lover inyou) - /&~
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6. Re-check source

[ IP ]—>[email]
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Chasmg digital yarns d'?"flpmw find actionable intel. o”wpon i‘or specific source. Just
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The Demo



DEMO - MCP

Triage IPs In one ask

THE PROMPT

/c3-enrich @./netscaler-iocs.txt tag=Triage

Me to Claude:

Main session (routing only)

Ve

Skill: c3-enrich
loaded by the slash command

/c3-enrich @netscaler-iocs.txt

v

Read
indicator file (2 IPs)

v

Bash: c3-conf.py dump

validate config, no network

v

Agent: c3-enricher
dispatch isolated subagent

Subagent: big payloads stay in here

7

ToolSearch
load cont3xt tool schemas

v

Bash
find helper and YAML parser

!

cont3xt_list_integrations
fetch catalog

v

Vendor integrations
VT, IPQS, OTX, Shodan, ...

indicators leave

Jc3-enrich/ip/

raw + summary files on disk

cont3xt_classify
IP1:ip

!

cont3xt_classify
IP 2:ip

!

the network

Bash: jq + c3-conf.py resolve
apply allow/deny policy

v

cont3xt_search
both IPs, full detail

!

Bash
write raw and summary files

-
returned to main session

v

Verdict per IP + pivots
distilled summary only

D cont3xt call D local only




DEMO - MCP

Triage Two IPs in One Ask

Run: /c3-enrich @netscaler-iocs.txt tag=Triage - 2indicators, 1 command, ~1 minute

IP-A 143.198.7.94 IP-B 157.254.167.12

Suspicious Suspicious, leaning malicious
Hosting Major US cloud provider US ASN, Singapore assignment
VirusTotal (bare-IP URL) 8/92 4/92
IPQS fraud score 75 91
AbuselPDB 20 (4 reports) 0 (no reports)
Threat-intel pulses (OTX) 2 1
Open ports 22 only, very old OpenSSH 7.2 22 only, current OpenSSH 9.6
Integrations responded 12 11

Signals disagree: IP-B has the top fraud score (91) but zero abuse reports. Both sit in one threat-intel pulse about Citrix NetScaler 0-day
exploitation. Pulse membership is a lead, not proof: verify against your own logs before blocking.




DEMO - MCP

Triage a Domain (with Pivots)

ghcasia.com
case tag:
Roserestoration

Person-named
subdomains
first.last.at.ghcasia.com
Pll-adjacent

Registration

Tucows, created 2005- DAt oy arall

107 NS bitswebhosting.com
MX Microsoft 365

Worth a look (not malicious)

VT userinfo-style URLs
grace.chan@ghcasia.com
and others
phishing-link pattern, 0
detections

Domain findings

Reputation
IPQS URL risk 0, trusted
VT 0 detections
OTX 0 pulses, Quad9

IDN lookalike, 2016
Xn--www-... to
116.251.204.68 (HK)
likely old SEQ artifact

URLScan
2 scans (2022, 2024),
clean

T “resolvesto___

Stale SPF entry
still authorizes
64.91.234.109

Site
WordPress on Apache
PR and marketing

20i Limited, AS48254
shared hosting CON,
London

Host IP 185.151.30.223

AbuselPDB 0 reports
IPQS fraud 82, proxy,
recent abuse

g L} x

SUSPICIOUS, tenant-
driven

277+ other tenants seen
882,551 passive-DNS
records

coinbasepaymenyexpert.com
Coinbase typosquat

Pivot candidates (other tenants)

cnigov.com
government lookalike

yenixoptspac.com,
waveofnation.com
VT 10 positives each

expires 2027-11-07, DMARC pereject agency, GB
active not blocked

weak evidence only
BENIGN
moderate confidence /

v
Coverage gaps
Zetalytics 300 of 728
records
crt.sh returned nothing
IP: VT, URLScan,
Shodan, OTX omitted
for size




Registration
Tucows, created 2005-
11-07
expires 2027-11-07,
active

Person-named
subdomains
first.last.at.ghcasia.com
Pll-adjacent

DNS and mail
NS bitswebhosting.com
MX Microsoft 365
DMARC p=reject

ghcasia.com
case tag:
Roserestoration

Worth a look (not malicious)

VT userinfo-style URLs
grace.chan@ghcasia.com
and others
phishing-link pattern, 0
detections

Domain findings

Reputation
IPQS URL risk 0, trusted
VT 0 detections
OTX 0 pulses, Quad9
not blocked

IDN lookalike, 2016
Xn--www-... to
116.251.204.68 (HK)
likely old SEO artifact

URLScan
2 scans (2022, 2024),
clean

BENIGN
\_moderate confidence /

l

Coverage gaps
Zetalytics 300 of 728
records
crt.sh returned nothing
IP: VT, URLScan,
Shodan, OTX omitted
for size

Stale SPF entry
still authorizes
64.91.234.109

Site
WordPress on Apache
PR and marketing
agency, GB




Host IP 185.151.30.223

20i Limited, AS48254 AbuselPDB 0 reports 277+ other tenants seen
shared hosting CDN, IPQS fraud 82, proxy, 882,551 passive-DNS
London recent abuse records

P 7
SUSPICIOUS, tenant- \
driven /




Pivot candidates (other tenants)

venixoptspac.com,
waveofnation.com
VT 10 positives each

coinbasepaymenyexpert.com | cnigov.com

Coinbase typosquat i government lookalike




DEMO - MCP

Single shot enrichment

THE PROMPT

/c3-enrich tag=CastleStealer """ (11 IPs + 2 domains, defanged)
" — defang and enrich, then build a mermaid graph of
relationships

Claude's summarized response/output

Refanged and de-duplicated 13 indicators, then ran three
c3-enricher subagents in parallel: 5 IPs, 6 IPs, and 2 domains.
No project config existed, so all three used the default
integrations. Raw and summary JSON was written to
.Jc3-enrich/{ip,domain}/. Results: 5 malicious, 6 suspicious, 2
inconclusive. The core cluster is two VDSina (AS216071) IPs
named in an OTX CASTLESTEALER pulse whose tags reference
both seed domains, plus a shiabank[.]Jcom random-subdomain
link to a Hetzner IP. A separate ClickFix/DonutLoader cluster
sits on AS202412 Omegatech. Wrote a defanged mermaid
relationship graph to CastleStealer_graph.md. Neither domain
resolved to any of the 11 listed IPs.
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WHAT'S NEXT

COMING TO ARKIME/CONT3XT

c3-enrich: the workflow, packaged

A Claude Code skill paired with a subagent, so the triage steps in this deck become one command.

YOU

Analyst

TODAY

Not published

—

-

c3-enrich SKILL
The entry point you invoke.

/c3-enrich init - set up in a project
/c3-enrich read-conf - read its config

/c3-enrich evildomain.com tag=UNK-3517

~

NEXT

Contribute upstream to arkime project, next to

4 R
c3-enricher SUBAGENT
Dispatched by the skill to run the enrichments
via cont3xt, keeping raw results out of your
main conversation.

G /

TRY IT INTERNALLY

the existing cont3xt-integration-creator agent.

—

Installation steps to follow

VIA MCP

cont3xt



TRY IT: CONT3XT SETUP & STARTER PROMPTS

QE® »>5IQ
() STARTER ()| [ 1. CONFIGURATION |( 2. INSTALL MCP TOOL L STARTER PROMPTS

QUES'”ONS ’ Add via Claude interface ( e [CE] \

Reputation Check? >_ doIntegrations="VT Hash" >j

Domain History?
Hash Malicious?

Email Legitimacy? y

\

 YOU: THE ANALYST
Invokes the automated workflow

Configure ‘cont3xt.ini’
——Qn the server
: server-1§ide %IaUde
Cod eJ.

Add via Claude interface

(B

coni3xt

7\

claude mcp add --transport
>_ <proto> --scope <scope>
cont3xt <REST OF CONFIG>

v,

T N

[

(

3. RUN INITIAL TEST

(

»  /c3-enrich
Proce-s;s @ ° /PATH/TO/IOCS
entire tag=T AG

10C list

-

=
®

N

v,

8

J

cont3xt > more coverage, more context.

tag=DEMO-HASH

) fin

crt.sh
Certs

LVT Hash "Enrich a file hash

/c3-enrich [domain]
doIntegrations=crt.sh
tag=DEMO-CERTS

'ssl certificate lookup”

J

-

GreyNoise
Analysis

/c3-enrich [IP] _
doIntegrations=GreyNoise
tag=DEMO-NOISE

"internet-wide scan check

-
® @ @ ®@®| o
' GreyNoise
IEgbomainigURCIRHash GreyNoise
C( VT
ThreatStream
Hash cont3xt Text SOR
ThreatStream
® QO @| s
( Email Email Phone Text =~ = 7

\




Last bit of fun, a current side project of mine

No sesslons

Clappy 15 on watch

No Claude Code running: Clappy keeps watch



| am t3h done. Questions? Ask Andy ;)

My name is Inigo Montoya... You killed my
father. Prepare to die. —The Princess Bride

| mean Liam Salusky


https://blog.liam0nster.com

