nrd.ns == [ns1.digitalocean.com, ns2.digitalocean.com, ns3.digitalocean.com]
nrd.certs == 2 && nrd.certlssuer == "C=US, O=Let's Encrypt, CN=E8"

Registration Certificate

Hunting APTs at Domain Zero

Shane Strack



Registration timing adds investigative context.

Nation-state operators need infrastructure before they can phish or maintain command and control. The useful signal is
the interval between registration and operational use.

Coordinated DAY 0 DAY 21 DAY 45 DAY 60
brand launch Registration DNS active Cert issued Go live

THE HUNT WINDOW

Rapid
infrastructure
activation




NRD-db turns the registration feed into Arkime session

evidence.

Ingest the newly registered domain feed, enrich it in an isolated sidecar, hold it in Redis and expose it to Arkime through

WISE at query time.

INGEST
WhoisDS feed

Newly registered domains at
internet scale, roughly 70k per
day.

ENRICH
Isolated sidecar

DNS, IP2ASN, WHOQIS,
Certificate Transparency and
VirusTotal.

STORE
Redis schema

Raw lookups stay untouched
while enrichment layers on
top.

TAG
Arkime WISE

The session carries the tag
and the enrichment together.

ONE TAG, ONE FIELD FAMILY

-nrd.date

- nrd.registrar
- nrd.created

- nrd.expires

- nrd.dns
-nrd.ip
- nrd.ns

- nrd.certs

- nrd.certlssuer

- nrd.vtMalicious
- nrd.vtSuspicious

-nrd.asn
-nrd.asName
- nrd.asnCountry




NRD-db

provides,

The analyst decides.

Every field the tag carries narrows the question of whether this domain is worth hunting. None of them answers it alone.

THE DOMAIN ITSELF

How old the registration is

Hours from registration to first certificate

How much the age itself can be trusted

YOUR OWN NETWORK

Whether the enterprise has ever seen it before

Hours from registration to first DNS answer How many internal hosts touched it in 24 hours

What those sessions actually did

THE NEIGHBORHOOD
Resolved address and ASN
Sibling domains registered the same day

Shared nameserver, registrar or certificate

THEN ASK THE
MISSION PARTNER

“One host is reaching shaneisawesome.com, registered yesterday.”

“That is our sharp tech in HR. He builds sites on the weekend.”




The tag opens the investigation earlier.

TA0042 TAO00O01 TA0011 TA0010 TA0040
Resource Development Initial Access Command and Control Exfiltration Impact

Deny, degrade, disrupt,
The adversary buys the A link or exposed service The implant beacons to that Data leaves over that destroy, manipulate.
domain. gets them in. domain. channel.
What the analyst gets Where it is blind

A filterable NRD tag with registration, DNS, certificate, VirusTotal,

Compromised routers and relay networks, aged or parked
and ASN context available on the Arkime session.

domains, compromised legitimate sites. A negative result carries
no exculpatory value.




Live demo

Finding an Arkime session with an NRD-db WISE match, then examining the session and
available enrichment.

github.com/StrackVibes/NRD-db



Thank You!

github.com/StrackVibes/NRD-db
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